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US EXPORT CONTROLS ON UBIQUITI PRODUCTS 
 
Ubiquiti products are subject to U.S. export controls.  By selling, using or otherwise transferring 
Ubiquiti’s products you are agreeing to comply with all applicable export and reexport control 
laws and regulations, including the Export Administration Regulations (“EAR”) maintained by the 
U.S. Department of Commerce and trade and economic sanctions maintained by the Treasury 
Department’s Office of Foreign Assets Control (“OFAC”).  Specifically, no person or entity may—
directly or indirectly—sell, export, reexport, transfer, divert, or otherwise dispose of any Ubiquiti 
product, software, or technology (including products derived from or based on such technology) 
to any destination, entity, or person prohibited by the laws or regulations of the United States, 
without obtaining prior authorization from the U.S. government as required by those laws and 
regulations.   
 
No Ubiquiti products can be transferred without a license to any country subject to U.S. 
embargoes or anti-terrorism controls, currently Cuba, Iran, North Korea, Sudan, and Syria and 
the Crimea Region of the Ukraine.  Additionally, many of Ubiquiti’s encryption items are ENC-
Restricted items and cannot be transferred without a license to government end-users in many 
countries.  No person or entity may transfer Ubiquiti products without a license to anyone on a 
U.S. Government list of prohibited persons, including but not limited to U.S. Treasury 
Department’s lists of Specially Designated, the U.S. Commerce Department’s Denied Persons 
List, Entity List, or Unverified List: https://www.bis.doc.gov/index.php/policy-guidance/lists-of-
parties-of-concern and http://www.treasury.gov/resource-center/sanctions/SDN-
List/Pages/default.aspx).  Further, Ubiquiti products may not be used for any chemical or 
biological weapons, and sensitive nuclear end-uses, or missiles to deliver them.   
 
Additionally, please keep in mind that a number of Ubiquiti products, including our Embedded 
Products, cannot be exported without a license from the Bureau of Industry and Security to 
government end-users outside of the United States, Canada, Europe, Japan, and 
Australia. These products include the items identified as “ENC-Restricted” on the chart on page 
2 of this document. 
 
You are responsible for ensuring that any of your employees, contractors, affiliates and 
customers are clearly made aware of these regulations.  Ubiquiti is committed to conducting 
business with honesty and integrity, and in full compliance with the U.S. export control and 
trade and economic sanctions regulations.  Classifications may change.  Please check this form 
regularly to ensure continued compliance. 

Failure to comply with U.S. export control and trade and economic sanctions laws and 
regulations can result in criminal sanctions, civil fines, debarment from government contracting, 
the loss of U.S. export privileges, and imprisonment.  The reach of these laws and regulations 
covers U.S. persons as well as foreign persons, wherever located.   

Information on the Export Control Classification Number (“ECCN”) of Ubiquiti’s products can be 
found in the chart on page 2 of this document.  If you would like the ECCN of a product that is 
not on that list, please contact us at compliance@ubnt.com.  The terms used on the chart are 
defined on page 3. 

The export control information is for informational purposes only. Since the export control laws 
are frequently amended, it is important to recognize that the posted information may not include 
the most recent changes to these laws and how the changes may affect our products. As such, 
Ubiquiti does not represent, warrant or guarantee that the posted information is complete, 
accurate or up-to-date. The information does not nor is it intended to be legal advice. You 
should seek appropriate professional guidance if you have any questions about how the posted 
information may affect your export transactions or use of our products. 

https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern
https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern
http://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx
http://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx
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Ubiquiti Product Classifications 

 
Family CCATS ECCN Notes 
AirFiber G141279 5A002 ENC-Restricted 
AirGrid G081327 5A002 ENC-Restricted 
AirCam G140045 EAR99  N/A 
AirMax G081328 5A002 ENC-Restricted 
AirRouter N/A 5A992 Mass Market 
AirVision G140045 EAR99  N/A 
AirWire G081328 5A992 Mass Market 
AirMax N/A 5A002 ENC-Restricted 
Bullet G081328 5A002 ENC-Restricted 
EdgeRouter G145185 5A002 ENC-Restricted 
EdgeSwitch G145185 5A002 ENC-Restricted 
NanoStation G081327 5A002 ENC-Restricted 
NanoLoco G081327 5A002 ENC-Restricted 
Loco G081327 5A002 ENC-Restricted 
mFi G146136 5A002 ENC-Unrestricted 
NanoBridge G081327 5A002 ENC-Restricted 
NanoBeam G081327 5A002 ENC-Restricted 
PowerBridge G081327 5A002 ENC-Restricted 

PowerBeam G081327 5A002 ENC-Restricted 
PicoStation G081327 5A002 ENC-Restricted 
PowerAPN G081328 5A992 Mass Market 
PowerStation G081327 5A002 ENC-Restricted 
Rocket G081328 5A002 ENC-Restricted 
PowerAPN N/A 5A992 Mass Market 
ToughSwitch G146096 5A002 ENC-Unrestricted 
UniFiAP N/A 5A992 Mass Market 

 
The export control information is for informational purposes only.  Since the export control laws 
are frequently amended, it is important to recognize that the posted information may not include 
the most recent changes to these laws and how the changes may affect our products.  As such, 
Ubiquiti does not represent, warrant or guarantee that the posted information is complete, 
accurate or up-to-date.   The information does not nor is it intended to be legal advice.  You 
should seek appropriate professional guidance if you have any questions about how the posted 
information may affect your export transactions or use of our products. 
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Terms Used in Product Chart 
 

Product Family: A logical grouping of products. Unless otherwise specified, a product family 
includes all versions for that family. 
 
ECCN:  Export Control Classification Number assigned by the U.S. Department of Commerce, 
Bureau of Industry and Security (“BIS”) in the Commerce Control List (“CCL”).  The ECCN 
determines the level of control of the item.  Ubiquiti products could fall under one of many 
different ECCNs, including but not limited to: 
5A002 - Information Security – Hardware (data confidentiality encryption greater than 64-bits in 
key space)  
5A992 – Mass Market Hardware (see below)  
 
ENC-Restricted:  The U.S. government regulations for License Exception ENC differentiate 
between “Restricted” and “Unrestricted” hardware.  An “ENC-Restricted” item cannot be exported 
to government end users in many countries.  Please consult Section 740.17(b)(2) of the EAR. 
 
ENC-Unrestricted:  An “ENC-Unrestricted” item can be exported to government and non-
government end-users that are: (1) not listed on any prohibited government list; and (2) not in 
a sanctioned/embargoed country.  

Mass Market:  The U.S. government regulations allow mass market encryption products 
containing strong encryption to be exported without a license to all countries other than those 
subject to anti-terrorism controls or U.S. embargoes, currently Cuba, Iran, North Korea, Sudan, 
and Syria and the Crimea Region of the Ukraine under ECCN 5D992.  “Mass Market” indicates 
that the hardware has been classified as mass market hardware. 

CCATS:  Commodity Classification Automated Tracking System.  This is the number assigned by 
BIS to products that it has classified on the Commerce Control List (“CCL”).  

Government End-User: Any foreign central, regional or local government department, agency, 
or other entity performing governmental functions; including governmental research institutions, 
governmental corporations or business units, and international governmental organizations.  It 
does not include: utilities (including telecommunications companies and Internet service 
providers); banks and financial institutions; transportation; broadcast or entertainment; 
educational organizations; civil health and medical organizations; retail or wholesale firms; and 
manufacturing or industrial entities. 
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